
 
 

  

Copyright 2026 EnterOne. All rights reserved | 1900 Campus Commons Drive, Suite100 Reston, VA 20191 | 703.872.2288 
 

Enhancing Cisco Security Solu3ons with Splunk (CPLL-ECSS) 
Dura&on: 180 Days 
 
The Enhancing Cisco Security Solu&ons with Splunk (ECSS) Learning Path covers intermediate-
level knowledge of Splunk, including its fundamentals, key components, and architecture so you 
can detect, inves&gate, and respond to security threats effec&vely. You’ll learn to u&lize various 
Splunk components, including Splunk Enterprise, Splunk SIEM, and Splunk SOAR. You’ll also 
discover how to use and troubleshoot the Cisco Security Cloud App, Cisco Legacy Apps, and 
technology add-ons (TAs) for integra&ng Cisco security solu&ons with Splunk for enhancing user, 
cloud, and breach protec&ons. 
 
Skills You'll Learn: 

• Learn how to u&lize Splunk to detect, inves&gate, and respond to security threats 
effec&vely   

• Explore key components of Splunk, including Splunk Enterprise, Splunk SIEM, and Splunk 
SOAR   

• Discover how to use the Cisco Security Cloud App, Cisco Legacy Apps, and TAs for Splunk 
integra&on  

  
Learning Path Objec9ves: 

1. Basics of Observability: Outline the value, func&onali&es, and key components 
(forwarder, indexer, search head, Splunk Search Processing Language (SPL), Apps and 
Add-Ons, Dashboards and Reports) of Splunk Enterprise and Splunk Cloud.   

2. Splunk Enterprise, Splunk SIEM, Splunk SOAR: Explain the use of XDR, SIEM, and SOAR as 
part of the modern SOC architecture to enhance the SOC's ability to detect, inves&gate, 
and respond to security threats effec&vely. Describe the func&onality and use case of 
Splunk Enterprise, Splunk SIEM, and Splunk SOAR.   

3. Cisco Security Cloud App: Implement Cisco security solu&ons to Splunk integra&on using 
the Cisco Security Cloud App.   

4. Cisco Security Legacy Apps and Technology Add-Ons: Implement Cisco Security Solu&ons 
to Splunk Integra&on using Cisco Legacy Apps and TAs.  

5. Cisco Security with Splunk Use Cases: Demonstrate the value of integra&ng Cisco 
security solu&ons with Splunk for enhancing user, cloud, and breach protec&ons.   

6. Cisco Apps Troubleshoo&ng and Tuning: Troubleshoot the Cisco Security Cloud App and 
the Cisco Legacy Apps and TAs. 


