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Using Duo to Support Secure Access Service Edge (CPLL-SDUO)
Duration: 180 Days

The Introduction to Cisco Duo training provides a high-level overview of Cisco Duo and how it
protects software and systems with two-factor authentication (2FA). This training consists of
two courses with two hands-on labs. The first course will cover how to implement Cisco Duo to
protect the applications. The second course will cover how to implement Cisco Duo to integrate
with Cisco Anyconnect VPN using the Cisco Duo Authentication Proxy, providing an extra layer of
security for remote access VPNs.

Skills You'll Learn
e Gain the skills to secure the wireless infrastructure, implement the wireless
infrastructure, and use Cisco Identity Service Engine (ISE), Cisco DNA Center, Cisco Prime
Infrastructure (Pl), Cisco Spaces, and Cisco Connected Mobile Experience (CMX) to
monitor and troubleshoot network issues.
e Get the knowledge of protocols, solutions, and designs to acquire professional-level and
expert-level enterprise roles.

Learning Path Objectives
e Describe the installation process of Cisco DUO on a smartphone
¢ Enable two-factor authentication to protect applications
¢ Enable two-factor authentication to protect the remote access VPN
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