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Understanding Cisco Cybersecurity Opera4ons Fundamentals (CPLL-CBROPS) 
Dura&on: 180 Days 
 
The Understanding Cisco Cybersecurity Opera&ons Fundamentals (CBROPS) training provides an 
understanding of the network infrastructure devices, opera&ons, and vulnerabili&es of the 
TCP/IP protocol suite, and basic informa&on security concepts, common network applica&on 
opera&ons and aLacks, the Windows and Linux opera&ng systems, and the types of data that 
are used to inves&gate security incidents. ARer comple&ng this training, you will have the basic 
knowledge that is required to perform the job role of an associate-level cybersecurity analyst in 
a threat-centric security opera&ons center (SOC).  
 
This training prepares you for the 200-201 CBROPS v1.2 exam. If passed, you earn the Cisco 
Cer&fied Cybersecurity Associate cer&fica&on and the role of a junior or entry-level 
cybersecurity opera&ons analyst in a SOC. This training also earns you 30 Con&nuing Educa&on 
(CE) credits toward recer&fica&on. 
 
Skills You'll Learn: 

• Gain an understanding and follow established security procedures for response to alerts 
converted to incidents 

• Learn about different models for incident inves&ga&ons and response 
• Discover how to iden&fy common aLack vectors, malicious ac&vi&es, and suspicious 

behaviors 
 
Learning Path Objec9ves: 

• Explain how a SOC operates and describe the different types of services that are 
performed from a Tier 1 SOC analyst’s perspec&ve  

• Explain the use of SOC metrics to measure the effec&veness of the SOC  
• Explain the use of a workflow management system and automa&on to improve the 

effec&veness of the SOC  
• Describe the Windows opera&ng system features and func&onality  
• Provide an overview of the Linux opera&ng system  
• Understand common endpoint security technologies  
• Explain the network security monitoring (NSM) tools that are available to the network 

security analyst  
• Describe security flaws in the TCP/IP protocol and how they can be used to aLack 

networks and hosts  
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• Explain the data that is available to the network security analyst  
• Describe the basic concepts and uses of cryptography  
• Understand the founda&onal cloud security prac&ces, including deployment and service 

models, shared responsibili&es, compliance frameworks, and iden&ty and access 
management, to effec&vely secure cloud environments against cyberthreats  

• Understand and implement advanced network security, data protec&on, secure 
applica&on deployment, con&nuous monitoring, and effec&ve disaster recovery 
strategies to secure cloud deployments  

• Understand the kill chain and the diamond models for incident inves&ga&ons, and the 
use of exploit kits by threat actors  

• Iden&fy the common aLack vectors  
• Iden&fy malicious ac&vi&es  
• Iden&fy paLerns of suspicious behaviors  
• Iden&fy resources for hun&ng cyber threats  
• Explain the need for event data normaliza&on and event correla&on  
• Conduct security incident inves&ga&ons  
• Explain the use of a typical playbook in the SOC  
• Describe a typical incident response plan and the func&ons of a typical computer 

security incident response team (CSIRT) 


