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Securing Email with Cisco Email Security Appliance (CPLL-SESA)
Duration: 180 days

The Securing Email with Cisco Email Security Appliance (SESA) training shows you how to deploy
and use Cisco® Email Security Appliance to establish protection for your email systems against
phishing, business email compromise, and ransomware, and to help streamline email security
policy management. This hands-on training provides you with the knowledge and skills to
implement, troubleshoot, and administer Cisco Email Security Appliance, including key
capabilities, such as advanced malware protection, spam blocking, anti-virus protection,
outbreak filtering, encryption, quarantines, and data loss prevention.

This training prepares you for the 300-720 SESA v1.1 exam. If passed, you earn the Cisco
Certified Specialist — Email Content Security certification and satisfy the concentration exam
requirement for the CCNP Security certification. This training also earns you 24 Continuing
Education (CE) credits towards recertification.

Skills You'll Learn
e Learn to implement, troubleshoot, and administer Cisco Email Security Appliance
¢ Learn key capabilities, such as advanced malware protection, spam blocking, and anti-
virus protection
e Learn about outbreak filtering, encryption, quarantines, and data loss prevention

Learning Path Objectives
e Describe and administer the Cisco Email Security Appliance
e Control sender and recipient domains
e Control spam with Talos SenderBase and anti-spam
e Use anti-virus and outbreak filters
e Use mail policies
e Use content filters
e Use message filters
e Prevent data loss
e Perform lightweight directory access protocol (LDAP) queries
e Authenticate simple mail transfer protocol (SMTP) sessions
e Authenticate email
e Encrypt email
¢ Use system quarantines and delivery methods
e Perform centralized management using clusters
e Test and troubleshoot
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