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Securing the Web with Cisco Web Security Appliance (CPLL-SWSA) 
Dura&on: 180 Days 
 
The Securing the Web with Cisco Web Security Appliance (SWSA) course shows you how to 
implement, use, and maintain Cisco® Web Security Appliance (WSA), powered by Cisco Talos, to 
provide advanced protec&on for business email and control against web security threats. 
Through a combina&on of expert instruc&on and hands-on prac&ce, you’ll learn how to deploy 
proxy services, use authen&ca&on, implement policies to control HTTPS traffic and access, 
implement use control seMngs and policies, use the solu&on’s an&-malware features, 
implement data security and data loss preven&on, perform administra&on of Cisco WSA 
solu&on, and more. 
 
This course helps you prepare to take the exam, Securing the Web with Cisco Web Security 
Appliance (300-725 SWSA), which leads to CCNP® Security and the Cisco Cer&fied Specialist - 
Web Content Security. This course also earns you 16 Con&nuing Educa&on (CE) credits towards 
recer&fica&on. 
  
Skills You'll Learn: 

• Implement Cisco WSA to secure web gateways, provide malware protec&on, and use 
policy controls to address the challenges of securing and controlling web traffic 

• Gain valuable hands-on skills focused on web security 
  
Learning Path Objec9ves: 
AYer taking this course, you should be able to: 

• Describe Cisco WSA 
• Deploy proxy services 
• U&lize authen&ca&on 
• Describe decryp&on policies to control HTTPS traffic 
• Understand differen&ated traffic access policies and iden&fica&on profiles 
• Enforce acceptable use control seMngs 
• Defend against malware 
• Describe data security and data loss preven&on 
• Perform administra&on and troubleshoo&ng 


