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 Course Overview: 
This 5-day course provides students with the 
fundamental knowledge and skills to use PowerShell for 
administering and automating administration of 
Windows servers. This course provides students the 
skills to identify and build the command they require to 
perform a specific task. In addition, students learn how 
to build scripts to accomplish advanced tasks such as 
automating repetitive tasks and generating reports. This 
course provides prerequisite skills supporting a broad 
range of Microsoft products, including Windows Server, 
Windows Client, Microsoft Azure, and Microsoft 365. In 
keeping with that goal, this course will not focus on any 
one of those products, although Windows Server, which 
is the common platform for all of those products, will 
serve as the example for the techniques this course 
teaches. 

 Prerequisites: 
The knowledge and skills that the learner must have 
before attending this course are as follows: 
• Experience with Windows networking technologies 

and implementation. 
• Experience with Windows Server administration, 

maintenance, and troubleshooting. 
  

   

 Who Should Attend: 
This course is intended for IT Professionals who are 
already experienced in general Windows Server, 
Windows client, Azure, and Microsoft 365 administration, 
and who want to learn more about using Windows 
PowerShell for administration. No prior experience with 
any version of PowerShell or any scripting language is 
assumed. This course is also suitable for IT 
Professionals already experienced in server 
administration, including Microsoft Exchange Server, 
Microsoft SharePoint Server, and Microsoft SQL Server. 
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 Course Objectives: 
Upon completing this course, the learner will be able to 
meet these overall objectives: 
• Describe the functionality of Windows PowerShell and 

use it to run and find basic commands. 
• Identify and run cmdlets for local system 

administration. 
• Work with the Windows PowerShell pi peline. 
• Use PSProviders and PSDrives to work with other 

forms of storage. 
• Query system information by using WMI and CIM. 
• Work with variables, arrays, and hash tables. 
• Create basic scripts in Windows PowerShell. 
• Administer remote computers with Windows 

PowerShell. 
• Manage Azure resources with PowerShell. 
• Manage Microsoft 365 services with PowerShell. 
• Use background jobs and scheduled jobs. 

 

 Course Outline: 
Module 1: Getting started with Windows PowerShell 

This module will introduce you to Windows PowerShell 
and provide an overview of the product’s functionality. 
The module explains how to open and configure 
Windows PowerShell. It also explains how to run 
commands and use the built-in Help system in Windows 
PowerShell. 
• Windows PowerShell overview 
• Understand Windows PowerShell command syntax 
• Find commands and get help in Windows PowerShell 

Module 2: Windows PowerShell for local systems 
administration 

This module introduces you to the different types of 
cmdlets commonly used for system administration. 
While you can search for cmdlets each time you need to 
accomplish a task, it is more efficient to have at least a 
basic understanding of these cmdlets. This module also 
explains how to manage Windows 10 by using 
PowerShell. 
• Active Directory Domain Services administration 

cmdlets 
• Network configuration cmdlets 
• Server administration cmdlets 
• Windows PowerShell in Windows 10 

Module 3: Working with the Windows PowerShell 
pipeline 

This module introduces the pipeline feature of Windows 
PowerShell. The pipeline feature is included in several 
command-line shells such as the command prompt in 
the Windows operating system. However, the pipeline 
feature in Windows PowerShell provides more complex, 
flexible, and capable functionalities compared to other 
shells. This module provides you with the skills and 
knowledge that will help you use Windows PowerShell 
more effectively and efficiently. 
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Course Outline (cont.): 
• Understand the pipeline 
• Select, sort, and measure objects 
• Filter objects out of the pipeline 
• Enumerate objects in the pipeline  
• Send and pass pipeline data as output 

Module 4: Using PSProviders and PSDrives 

This module introduces the PSProviders and PSDrives 
adapters. A PSProvider is basically a Windows 
PowerShell adapter makes some form of storage 
resemble a hard drive. A PSDrive is an actual connection 
to a form of storage. You can use these two 
technologies to work with various forms of storage by 
using the same commands and techniques that you use 
to manage the file system. 
• Using PSProviders 
• Using PSDrives 

Module 5: Querying management information by using 
CIM and WMI 

This module introduces you to two parallel technologies: 
Windows Management Instrumentation (WMI) and 
Common Information Model (CIM). Both these 
technologies provide local and remote access to a 
repository of management information including access 
to robust information available from the operating 
system, computer hardware, and installed software. 
• Understand CIM and WMI 
• Query data by using CIM and WMI 
• Make changes by using CIM and WMI 

Module 6: Working with variables, arrays, and hash 
tables 

Variables are an essential component of scripts. You can 
use variables to accomplish complex tasks that you 
can't complete by using a single command. This module 
explains how to work with variables, arrays, and hash 
tables as steps in learning how to create Windows 
PowerShell scripts. 

 
• Use variables 
• Manipulate variables 
• Manipulate arrays and hash tables 

Module 7: Windows PowerShell scripting 

This module explains how to package a Windows 
PowerShell command in a script. Scripts allow you to 
perform repetitive tasks and more complex tasks than 
cannot be accomplished in a single command. 
• Introduction to scripting with Windows PowerShell 
• Script constructs 
• Import data from files 
• Accept user input 
• Troubleshooting and error handling 
• Functions and modules 

Module 8: Administering remote computers with 
Windows PowerShell 

This module introduces you to the Windows PowerShell 
remoting technology that enables you to connect to one 
or more remote computers and instruct them to run 
commands on your behalf. 
• Use basic Windows PowerShell remoting 
• Use advanced Windows PowerShell remoting 

techniques 
• Use PSSessions 
• Create and manage persistent remoting sessions. 

Module 9: Managing Azure resources with PowerShell 

This module provides information about installing the 
necessary modules for cloud services management. It 
explains how to use PowerShell commands to perform 
some simple administrative tasks on cloud resources 
such as Azure virtual machines (VMs), Azure storage 
accounts, and Azure subscriptions. This module also 
describes how to use the Azure Cloud Shell environment 
to perform PowerShell-based or Bash-based 
administration directly from the Azure portal. 
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Course Outline (cont.): 
• Azure PowerShell 
• Introduce Azure Cloud Shell  
• Manage Azure VMs with PowerShell 
• Manage storage and subscriptions 

Module 10: Managing Microsoft 365 services with 
PowerShell 

This module describes how to use PowerShell to 
manage Microsoft 365 user accounts, licenses, and 
groups, Exchange Online, SharePoint Online, and 
Microsoft Teams. 
• Manage Microsoft 365 user accounts, licenses, and 

groups with PowerShell 
• Manage Exchange Online with PowerShell 
• Manage SharePoint Online with PowerShell 
• Manage Microsoft Teams with PowerShell 

Module 11: Using background jobs and scheduled jobs 

This module describes how to use background jobs and 
scheduled jobs. It also explains how to create scheduled 
jobs and retrieve job results. 
• Use background jobs 
• Use scheduled jobs 

 Lab Outline: 
Labs are designed to assure learners a whole practical 
experience, through the following practical activities: 

Lab 1: Configuring Windows PowerShell, and finding and 
running commands 
• Configuring the Windows PowerShell console 

application 
• Configuring the Windows PowerShell ISE application 
• Finding and running Windows PowerShell commands 
• Using About files 

Lab 2: Performing local system administration with 
PowerShell 
• Creating and managing Active Directory objects 
• Configuring network settings on Windows Server 
• Creating a website 

Lab 3: Using PowerShell pipeline 
• Selecting, sorting, and displaying data 
• Filtering objects 
• Enumerating objects 
• Converting objects 

Lab 4: Using PSProviders and PSDrives with PowerShell 
• Creating files and folders on a remote computer 
• Creating a registry key for your future scripts 
• Create a new Active Directory group 

Lab 5: Querying information by using WMI and CIM 
• Querying information by using WMI 
• Querying information by using CIM 
• Invoking methods 

Lab 6: Using variables, arrays, and hash tables in 
PowerShell 
• Working with variable types 
• Using arrays 
• Using hash tables 
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Lab Outline (cont.): 
Lab 7: Using scripts with PowerShell 
• Signing a script 
• Processing an array with a ForEach loop 
• Processing items by using If statements 
• Creating users based on a CSV file 
• Querying disk information from remote computers 
• Updating the script to use alternate credentials 

Lab 8: Performing remote administration with 
PowerShell 
• Enabling remoting on the local computer 
• Performing one-to-one remoting 
• Performing one-to-many remoting 
• Using implicit remoting 

Lab 9: Azure resource management with PowerShell 
• Activating the Azure subscription and installing the 

PowerShell Az module 
• Using Azure Cloud Shell 
• Managing Azure resources with Azure PowerShell 

 
Lab 10: Managing Microsoft 365 with PowerShell 
• Managing users and groups in Azure AD 
• Managing Exchange Online 
• Managing SharePoint 
• Managing Microsoft Teams 

Lab 11: Jobs management with PowerShell 
• Starting and managing jobs 
• Creating a scheduled job 
 


	Course Overview:
	Prerequisites:
	Who Should Attend:
	Course Objectives:
	Course Outline:
	Course Outline (cont.):
	Course Outline (cont.):
	Lab Outline:
	Lab Outline (cont.):


<<

  /ASCII85EncodePages false

  /AllowTransparency false

  /AutoPositionEPSFiles true

  /AutoRotatePages /None

  /Binding /Left

  /CalGrayProfile (Dot Gain 20%)

  /CalRGBProfile (sRGB IEC61966-2.1)

  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)

  /sRGBProfile (sRGB IEC61966-2.1)

  /CannotEmbedFontPolicy /Error

  /CompatibilityLevel 1.4

  /CompressObjects /Tags

  /CompressPages true

  /ConvertImagesToIndexed true

  /PassThroughJPEGImages true

  /CreateJobTicket false

  /DefaultRenderingIntent /Default

  /DetectBlends true

  /DetectCurves 0.0000

  /ColorConversionStrategy /CMYK

  /DoThumbnails false

  /EmbedAllFonts true

  /EmbedOpenType false

  /ParseICCProfilesInComments true

  /EmbedJobOptions true

  /DSCReportingLevel 0

  /EmitDSCWarnings false

  /EndPage -1

  /ImageMemory 1048576

  /LockDistillerParams false

  /MaxSubsetPct 100

  /Optimize true

  /OPM 1

  /ParseDSCComments true

  /ParseDSCCommentsForDocInfo true

  /PreserveCopyPage true

  /PreserveDICMYKValues true

  /PreserveEPSInfo true

  /PreserveFlatness true

  /PreserveHalftoneInfo false

  /PreserveOPIComments true

  /PreserveOverprintSettings true

  /StartPage 1

  /SubsetFonts true

  /TransferFunctionInfo /Apply

  /UCRandBGInfo /Preserve

  /UsePrologue false

  /ColorSettingsFile ()

  /AlwaysEmbed [ true

  ]

  /NeverEmbed [ true

  ]

  /AntiAliasColorImages false

  /CropColorImages true

  /ColorImageMinResolution 300

  /ColorImageMinResolutionPolicy /OK

  /DownsampleColorImages false

  /ColorImageDownsampleType /Bicubic

  /ColorImageResolution 600

  /ColorImageDepth -1

  /ColorImageMinDownsampleDepth 1

  /ColorImageDownsampleThreshold 1.50000

  /EncodeColorImages true

  /ColorImageFilter /DCTEncode

  /AutoFilterColorImages true

  /ColorImageAutoFilterStrategy /JPEG

  /ColorACSImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /ColorImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /JPEG2000ColorACSImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /JPEG2000ColorImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /AntiAliasGrayImages false

  /CropGrayImages true

  /GrayImageMinResolution 300

  /GrayImageMinResolutionPolicy /OK

  /DownsampleGrayImages true

  /GrayImageDownsampleType /Bicubic

  /GrayImageResolution 300

  /GrayImageDepth -1

  /GrayImageMinDownsampleDepth 2

  /GrayImageDownsampleThreshold 1.50000

  /EncodeGrayImages true

  /GrayImageFilter /DCTEncode

  /AutoFilterGrayImages true

  /GrayImageAutoFilterStrategy /JPEG

  /GrayACSImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /GrayImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /JPEG2000GrayACSImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /JPEG2000GrayImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /AntiAliasMonoImages false

  /CropMonoImages true

  /MonoImageMinResolution 1200

  /MonoImageMinResolutionPolicy /OK

  /DownsampleMonoImages true

  /MonoImageDownsampleType /Bicubic

  /MonoImageResolution 1200

  /MonoImageDepth -1

  /MonoImageDownsampleThreshold 1.50000

  /EncodeMonoImages true

  /MonoImageFilter /CCITTFaxEncode

  /MonoImageDict <<

    /K -1

  >>

  /AllowPSXObjects false

  /CheckCompliance [

    /None

  ]

  /PDFX1aCheck false

  /PDFX3Check false

  /PDFXCompliantPDFOnly false

  /PDFXNoTrimBoxError true

  /PDFXTrimBoxToMediaBoxOffset [

    0.00000

    0.00000

    0.00000

    0.00000

  ]

  /PDFXSetBleedBoxToMediaBox true

  /PDFXBleedBoxToTrimBoxOffset [

    0.00000

    0.00000

    0.00000

    0.00000

  ]

  /PDFXOutputIntentProfile ()

  /PDFXOutputConditionIdentifier ()

  /PDFXOutputCondition ()

  /PDFXRegistryName ()

  /PDFXTrapped /False



  /CreateJDFFile false

  /Description <<



    /BGR <>

    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>

    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>

    /CZE <>

    /DAN <>

    /DEU <>

    /ESP <>

    /ETI <>

    /FRA <>

    /GRE <>



    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)

    /HUN <>

    /ITA <>

    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>

    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>

    /LTH <>

    /LVI <>

    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)

    /NOR <>

    /POL <>

    /PTB <>

    /RUM <>

    /RUS <>

    /SKY <>

    /SLV <>

    /SUO <>

    /SVE <>

    /TUR <>

    /UKR <>

    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)

  >>

  /Namespace [

    (Adobe)

    (Common)

    (1.0)

  ]

  /OtherNamespaces [

    <<

      /AsReaderSpreads false

      /CropImagesToFrames true

      /ErrorControl /WarnAndContinue

      /FlattenerIgnoreSpreadOverrides false

      /IncludeGuidesGrids false

      /IncludeNonPrinting false

      /IncludeSlug false

      /Namespace [

        (Adobe)

        (InDesign)

        (4.0)

      ]

      /OmitPlacedBitmaps false

      /OmitPlacedEPS false

      /OmitPlacedPDF false

      /SimulateOverprint /Legacy

    >>

    <<

      /AddBleedMarks false

      /AddColorBars false

      /AddCropMarks false

      /AddPageInfo false

      /AddRegMarks false

      /ConvertColors /ConvertToCMYK

      /DestinationProfileName ()

      /DestinationProfileSelector /DocumentCMYK

      /Downsample16BitImages true

      /FlattenerPreset <<

        /PresetSelector /MediumResolution

      >>

      /FormElements false

      /GenerateStructure false

      /IncludeBookmarks false

      /IncludeHyperlinks false

      /IncludeInteractive false

      /IncludeLayers false

      /IncludeProfiles false

      /MultimediaHandling /UseObjectSettings

      /Namespace [

        (Adobe)

        (CreativeSuite)

        (2.0)

      ]

      /PDFXOutputIntentProfileSelector /DocumentCMYK

      /PreserveEditing true

      /UntaggedCMYKHandling /LeaveUntagged

      /UntaggedRGBHandling /UseDocumentProfile

      /UseDocumentBleed false

    >>

  ]

>> setdistillerparams

<<

  /HWResolution [2400 2400]

  /PageSize [612.000 792.000]

>> setpagedevice



